H WEB SERVER HEADERS & MIME REFERENCE

HTTP security headers

G

Header Example value
Content-Security-Policy default-src 'self'
X-Content-Type-Options nosniff

max-age=31536000;

Strict-Transport-Security includeSubDomains

Referrer-Policy strict-origin-when-cross-origin
Permissions-Policy camera=(), microphone=()
X-Frame-Options DENY
Cross-0rigin-Opener-Policy same-origin

Notes

Bjtrb.com - Personal and small-business use; please do not resell or share the files.

Purpose

Limit where content can load from
Disable MIME sniffing

Force HTTPS

Limit referrer data

Disable browser features

Prevent clickjacking (or CSP
frame-ancestors)

Isolate browsing context



